How to open a secure email from Westminster Benefits

Contents
Westminster Secure e-mail addresses related to Housing Benefit and Council Tax or Business Rates (NNDR)

A. How to open a secure email from Westminster Benefits (Westminster.Benefits@secure.capita.co.uk) using a
(o0 10 0 U 1 (=] RSP 2

B. Forcepoint Login (Used for both computer and mobile PhoNe) ... 4
C. Reset Forcepoint Password / Memorable Question (Both computer and mobile phone)
D. How to open a secure email from Westminster Benefits (Westminster.Benefits@secure.capita.co.uk) using a

aaYo Y o TE =N 0] 1101 o =PRSS 8
Method 1 — Open attachment and click 0N “REAA IMESSAEE” ........iiiiiiiiiieieiie et et ee e e e e ea e e e e e aat e e e esasteeeeeeataneeeesssnnnaeesees 9
(Y eNd Yoo I Al S o T oYV T o Y (T - Td TSR 10
Method 3 — OPEN Via VOITAZE IMAil A ... iieiiiiiiiiiiiiie ettt e et ee e e e e ee e e e e eaat e eeessata e eessstanseessstanaessssanneesssrannseesssrnneeeerssnannns 10
To] aYo aToR VA1 L = T =l Y oY1 I A o o SRR 11

Westminster Secure e-mail addresses related to Housing Benefit and Council Tax or Business Rates (NNDR)

Housing Benefits (HB) and Westminster.Benefits@secure.capita.co.uk Council Tax Westminstercounciltaxl@secure.capita.co.uk

Council Tax Support (CTS)

HOBS (Temporary WCC.HOBS@secure.capita.co.uk Business Rates | Westminster.nndr@secure.capita.co.uk
Accommodation for HB) (NNDR)
Overpayments WCC.Overpayments@secure.capita.co.uk



mailto:Westminster.Benefits@secure.capita.co.uk
mailto:Westminstercounciltax1@secure.capita.co.uk
mailto:WCC.HOBS@secure.capita.co.uk
mailto:Westminster.nndr@secure.capita.co.uk
mailto:WCC.Overpayments@secure.capita.co.uk

How to open a secure email from Westminster Benefits

A. How to open a secure email from Westminster Benefits (Westminster.Benefits@secure.capita.co.uk) using a computer

1. The email will show in your
email program’s inbox
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2. Open the email
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This is a secure, encrypted message.

This is a secure, encrypted message.

To view this secure message:
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Attachment = ‘message_zdm.html’
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3. Click on the attachment
named ‘message_zdm.html’
to open it.

Then click the ‘Read
Message’ box.

. EncrypesicEmail
L2l

Click Read Message to open this secure email

New users will be asked to verify their email address)

\ Read Message

Nesd Help?

Email Security Powered by Voltage IBE”

This will direct you to the Forcepoint page. Forcepoint
stores the contents of the email securely online.
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B. Forcepoint Login (Used for both computer and mobile phone)

4. Forcepoint Login

(Register if it is the first
time.)

? Help

') FORCEPOINT

POWERED BY Raytheon

Enter the following information to continue

Full Name

[Fu | Name

Email Address

dinasausrsjdlitch@outlook com
Choose a Password (at least & letters and numbers, mixed case)

t least 6 letters and numbers, mix case

Choose a Password (a

Retype Password

Recovery Question

| Please choose one ~

Answer

Email Security Powered by Violtage IBE(tm

@ Copyright 2018 Micro Focus or one of its affiiates

If this is the first time you have opened a secure email
from Westminster Benefits, you will need to register with
Forcepoint.

To register with Forcepoint enter your name and email
address, create a password and choose a recovery
guestion.

5. Forcepoint will then send
you an email to confirm your
email address for security
purposes.

o support@websense.com

To: You
POWERED BY Raytheon
Welcome your_email@ outiook.com,
Follow the link below to verify your email address.
This link will only work once.
0q1 IG3f KJ2p 8
84

This email will contain a link which you should click on to
access the message.
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6. Click on thelink to open
your email.

If you cannot use the link, copy and paste the link into a browser

Once you have followed the link, you should delete this temporary message, which is used 9

your email address

Keep the original encrypted message for access in the future.

This process was initiated on November 9, 2020 at 6:23 AM EST for:

your_email@ outh

You can now use your email address and Forcepoint
password to open secure emails sent to you from
Westminster Benefits using Forcepoint.

7. Unencrypted email message

) FORCEPOINT "=

PowWEeRED BY Raytheon

From: westminsterbens@secure_capita.co.uk

@' Authenticated by secure-mailcontrol.com ° Valid Signature (Help)

o ]

To:  your_email@gmail.com your_email@
Sent: Mon Nov 9, 2020 11:10 AM (1 day ago)
Subject: test

Capita Secure SMTP Gateway

Thisis atest Thisis atest

This email and any attachment to it are confidential. Unless you are the intended recipient,
you may not use, copy or disclose either the message ar any information contained in the

message. If you are not the intended recipient, you should delete this email and notify the
sender immediately,

Any views or opinions expressed in this email are those of the sender only, unless
otheruwise stated. All copyright in any Capita material in this email is reserved.

All emails, incoming and outgoing, may be recorded by Capita and menitored for legitimate
business purposes.

Capita exclude all liability for any loss or damage arising o resulting from the receipt, use
or transmissian of this email to the fullest extent permitted by law.

oo

Email Security Powered by Voltage IBE(tm)
® Gopyright 2015 Micro Focus or one of its affiiates

«] Sign Out

your_email

') FORCEPOINT

POWERED BY Raytheon

From: westminsterbens@secure.capita.co.uk

© Authenticated by secure-mailcontrol.com Q Valid Signature (Help)
To: your_email@gmail.com your_email@
Sent: Mon Nov 9, 2020 11:10 AM (1 day ago)

Subject: test

Capita Secure SMTP Gateway

Thisis atest Thisis atest

Test e-mail
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C. Reset Forcepoint Password / Memorable Question (Both computer and mobile phone)

I— If you have forgotten your Forcepoint password. The
1. Forgotten Password B FORCEPO'NT next time you open a secure email, you can reset it by
EONSRRO R clicking on the ‘forgot your password link.
Sign In
T You will then be asked to give the answer to your
[pm,, ' ! security question to access your account.

2. Answer recovery question

) FORCEPOINT

POWERED BY Raytheon

Please Answer the Password Recovery Question
Email Address

IIOOK.COIT
Question

Favorite fictional characte

If you have forgotten the answer to your memorable
question, click the link named ‘forgot your answer’.
Forcepoint will send you an email with a link.
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3. Check your Email

7 Help

|) FORCEPOINT

roWERED BY Raytheon

Check Your Email

We have sent a message to your email account with the subject
SecureMail Password Reset - Do Not Reply

When you receive the message, click on the link to reset your password.

The link will expire for security purposes

Note: If you do not receive this message in your inbox within the next few minutes, check
your bulkfjunk email folder.

You may now close this window.

The message will come from support@websense.com.

Email Security Powered by Vollage IBE(m

® Copyright ro Focus or one of its affiliates

It will advise that an e-mail has been sent to your
account with the subject:

SecureMail Password Reset — Do Not Reply

4. Click on this link to unlock
your account and reset your
password and memorable
question and answer.

') FORCEPOINT

POWERED BY Raytheon

Hello ymail.com,
A password reset has been requested

If you initiated this process, please follow the link below. Otherwise, no action is required and
you may delete this message /

age-pf 00.secure-ma 0 EN aDC7D1bYTAMOALO

If you cannot follow the link, copy and paste the link into a browser

Once you have followed the link, you should delete this temporary message, which is used
only to verify your email address

Keep the original encrypted message for access in the future

This request was received on November 9, 2020 at 7:51 AM EST for.

This is what the secure email from Westminster Benefits
will look like (in this example it is a test).

Once you have read the email you can reply, forward the
email then sign out.
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D. How to open a secure email from Westminster Benefits (Westminster.Benefits@secure.capita.co.uk) using a mobile phone

You will receive an email from
‘Westminsterbens* with an attachment
titted message_zdm.html.

There are three methods you can use
to open and view this message.

Method 1 — Open attachment
“message_zdm.html” and click on
“Read Message”

Method 2 — Forward Message to
zdm@vsn.voltage.com

1615 B8P QO - ONDVw 41

= Search in emails

PRIMARY

8 Tap a sender image to select that

. Dismiss
conversation.

Try notifications for your high-priority
emails only

You can change your preference in Settings at
any time

Turn on No, thanks

Westminsterbens 16:14
test 2

This is a secure, encrypted message. To view...

@

B message_zdm

Open the message by clicking on it
message_zdm.html.

14:50 @ 8 @ 3 [CHIL L 4 -4 0

< W =2
w tome v o b

\»_Forcepoint - Encrypted Email

This is a secure, encrypted message.

To view this secure
message:

Open the attachment
(message_zdm.html) and follow

the instructions,

Mobile users: if the above
method does not work on your
device, forward this email to
zdm@vsn.voltage.com and
check your inbox for a link to
view the message.

Protected by Forcepoint - Learn M

Confidentiality Notice

Emall Security
Powered by
Voltage IBE™

&

ﬁ message_zdm.html & '.!

< (®) o

Mobile Users: If the above method does not work on
your device, forward the e-mail to

zdm@vsn.voltage.com and check your inbox for a link to

view the message.
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Method 1 — Open attachment and
click on “Read Message”

Open the attachment named
‘message_zdm.html’by clicking on it.
Your phone will give you a choice of
programs to open the attachment

Open it with your internet browser, Chrome in this
example.

Use a different app

G Chrome

This will open the page below.

PO L - N ERR

ntent://com.google.android.gm.s

Encagpaent Email
"]

Click Read Message to open this secure email

(New users wil be asked to verify their email address)

Read Message

Protected by Forcepoint - Learn More - Secure Your Own Email

Click on the ‘Read Message’ box. This
will send you to the Forcepoint page
where you will be asked to sign in
using your password.

If you are opening a secure email for the first time you
will need to register with Forcepoint.

See pages 2-4 of this guide on how to register with
Forcepoint.

If you have forgotten the password, you used to register
and you cannot remember your security question, click
on ‘Forgot your password’ and ‘forgot your answer’ from
the Forcepoint page.

Forcepoint will then send you an email with a link to
access your account and reset both your password and
answer. (See pages 5-6.)
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Method 2 — Forward Message

If you cannot open the email using
“Read Message” button, try forwarding
the attachment named
message_zdm.html to
zdm@vsn.voltage.com.

1022 = W @ = - ) W@ v v - u

< B T =2

Test inbox

F\A Westminsterbens
xw Reply all

to me -
Forward

L _Forcepoint -

Add star
This is a secure, e
Print

Mark unread from here

Block "Westminsterbens”

You will be sent an email from ‘zdm titled “Your Secure

Message: Fwd”

10255 800Q & - ORO® 40

= Search in emails .

PRIMARY

zdm 10:24
Your Secure Message: Fwd: Test - Do Not R...
Follow this link to view your secure message

Open this email to view it. It contains a link to your
secure message.

M40 80 Q & - RO ® 48

& B O =

Your Secure Message: Fwd: Test -
Do Not Reply  box

zdm@vsn.voltage.com 10:24

tome v

Follow this link to view your secure message:
ty tage-pp-( r
1g
1041d8¢ 13d899644 2cd3d199?h=h

If you cannot click on the link, copy and paste the link into a

browser.

Once you have followed the link, you should delete this

temporary message, which is used only to verify your email
address.

Micro Focus

If you cannot click on the link, copy and paste into a
browser

Method 3 — Open via Voltage Mail
App

If the above two methods do not work,
you should install the Voltage
SecureMail app which you can install
through the Apple Store if you have an
iphone or the google store if you have
an android phone.

Voltage SecureMalil Voltage Mail
(Google Play) (Iphone)
= > Google Play
8 Voltage SecureMail
o v Voltage
=3 Mail

Once it is installed, go to your email and select the
attachment named message_zdn.html and open it with
Voltage SecureMail and follow the on screen
instructions.

10
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Iphone Voltage Mail App

1. Click on the
“message_zdm.html” link

2. Click on the up arrow (top right hand corner)

118 \-

Done message_zdm.htmi [ﬁ

3. Click on the Voltage Mail app

Orop  Voltage  Messages

4. Click “OK” if you get this
message

Info
secure-mailcontrol.com's
mobile policy does not permit
you to use the Volitage

SecureMail Mobile application.

Switching to a web-based
reader.

5. Click on Read Message
11:28

amail

w Tm

Helper Mode

Click Read Message to open this secure e

New users will be asked to verify th
address

Read Message

Need Help?

6. ” Sign in /Register if it is the first time
(See above notes re. registering and
forgotten passwords)

) FORCEPOINT

POWERED BY Raytheon

Sign In

our_email@ gmail com

The messages won't be stored on the Voltage Mail app,
you need to go through the encryption process to open
each message.

11




